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DETAILED ACTION 
Claim Objections 



Claim 1 is objected to because of the following informalities: Misspelling of 
synchronization. Appropriate correction is required to the spelling in all occurrences of this 
word in other existing claims. 



Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 U.S. C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

Claim 3 recites the limitation "said first rate". There is insufficient antecedent basis for 
this limitation in the claim. Please make the necessary corrections. 



Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a forei gn_country_or_in public use or on 

- sale-in-this country,- more than one year prior to"the _ date~of application for patent in the United States. 

Claims 1, 2, 3, 20, 21, 39 and 40 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Szczutkowski et al (4817146). 
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With respect to Claim 1, the limitation "achieving crypto-syncronization in a packet data 
communication system, the packet data communication system comprising a 
transmitter and a receiver, said transmitter and said receiver each having cryptographic security 
capabilities" is met by Fig. 1. 

Further limitation of "generating data frames at a predetermined rate in a transmitter" is 
met on column 5, lines 35-40; and "incrementing a state vector at said predetermined rate" is met 
on column 24, lines 19-22; and "providing said state vector to an encryption module" is met on 
column 5, lines 35-40; and "generating a codebook from said encryption module, using at least 
said state vector, said codebook for encrypting at least one of said data frame" is met on column 
5, lines 35-40; and "disabling said state vector when one or more of said data frames are 
dropped" is met on column 24, lines 19-31. The codebook/unique code is represented by the 
secret key in the referenced paragraph. This is because the secret key, (like the codebook) in 
conjunction with the state vector is used to encrypt the data frame. Disabling takes place when 
synchronization is asserted as lost and the counter has incremented to a maximum of 10 data 
frames and needs to reset. 

With respect to Claim 2, the limitation "wherein said state vector is enabled after a 
desired number of said data frames have been dropped" is met on column 22, lines 38-43. 

With_respect ^Ckim_3,Jh^li^ into-a digital format-is — 

met on column 1, lines 5-15; and "providing said digitized information to a vocoder" is met on 
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column 2, lines 40-46; and "generating said data frames by said vocoder at said first rate" is met 
on column 3, lines 64-68. 

With respect to Claim 20, the limitation "generating data frames at a receiver" is met on 
column 7, lines 14-24. 

The limitation of "storing said data frames in a queue" is met on column 7, lines 24-30. 

The limitation of "providing at least one of said data frames from said queue to a 
decryption module if available in said queue" is met on column 7, lines 24-30. 

The limitation "providing a state vector to said decryption module, said state vector 
incremented at a predetermined rate" is met on column 22, lines 21-31. 

The limitation "generating a codebook from said decryption module, using at least said 
state vector, said codebook for decrypting at least one of said data frames" is met on column 24, 
lines 9-17. 

The limitation "disabling said state vector wherein said queue is in an underflow 
condition" is met on column 24, lines 19-31. 



With respect to Claim 21, the limitation "determining that none of said data frames are 
available for decryption in said queue" is met on column 24, lines 12-15. 

The limitation "disabling said state vector" is met on column 24, lines 26-30. Disabling 

takes place when synchronization's asserted as Jostand ^ the, counter.has incremented to the 

maximum 10 data frames and needs to reset. 
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The limitation "determining that at least one of said data frames is available for 
decryption in said queue" is met on column 22, lines 44-52. 

The limitation "enabling said state vector" is met on column 22, lines 38-43. 

The limitation "incrementing said state vector by a value of one" is met on column 24, 
lines 19-26. 



With respect to Claim 39, the limitation "means for generating data frames" is met on 
column 7, lines 14-24. 

The limitation "a queue for storing said data frames" is met on column 7, lines 24-30. 

The limitation "means for generating a state vector, said state vector incremented at a 
predetermined rate" is met on column 22, lines 21-31. 

The limitation "a decryption module for generating a codebook from at least said state 
vector, said codebook for decrypting at least one of said data frames" is met on column 24, lines 
9-17 and on column 5, lines 35-40. The codebook/unique code is represented by the secret key 
in the referenced paragraph. This is because the secret key, (like the codebook) in conjunction 
with the state vector is used to decrypt the data frame. 

The limitation "a processor for disabling said state vector if no data frames are available 
to be decrypted in said queue" is met on column 24, lines 19-31. Disabling occurs when the 
synchronization is lost and the counter has incremented to its maximum 1 0 data frames and 
needs to be reset. 
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With respect to Claim 40, the limitation "wherein said state vector is enabled 
when at least one data frame becomes available for encryption in said queue" is met on column 
22, lines 38-43. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claim 4 is rejected under 35 U.S.C 103(a) as being unpatentable over Szczutkowski et al 
(4817146) in view of Krishnamurthy et al (6665872 Bl). 

With respect to Claim 4, all the limitation is met by Szczutkowski et al except for the 
limitation described below. 

The limitation "wherein the step of dropping one or more of said data frames comprises 
the step of dropping said data frames at a fixed, predetermined rate" is met by Krishnamurthy et 
al on column 12, lines 3-11. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Krishnamurthy et al within the system of Szczutkowski et f 
al so as to decrease latency on the communication channel and hence free up bandwidth on the 
-channel: 




* Application/Control Number: 09/489, 1 94 Page 7 

Art Unit: 2135 

Claims 14, 23 and 33 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Szczutkowski et al (4817146) in view of Stevens (TCP/IP Illustrated, Volume 1) in further vi^w 
of Krishnamurthy et al (6665872 Bl). 

With respect to Claim 14, all the limitation is met by the combination of Szczutkowski et 
al and Stevens except the limitation disclosed below. 

The limitation "wherein the step of dropping one or more of said data frames comprises 
the step of dropping said one or more data frames at a fixed rate" is met by Krishnamurthy-et-al^ 
on column 12, lines 3-11. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Krishnamurthy et al within the combination of 
Szczutkowski et al and Stevens because so as to decrease latency on the communication channel 
and hence free up bandwidth on the channel. 



With respect to Claim 23, all the limitation is met by the combination of Szczutkowski et 
al and Stevens except for the limitation described below. 

The limitation "wherein said data frames are dropped at a fixed, predetermined rate" is 
met by Krishnamurthy et al on column 12, lines 3-1 L 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Krishnamurthy et al within the combination of 

Szczutkowski et al and Stevens so as to decreas^latency on the communication channel and 

hence free up bandwidth on the channel. 
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With respect to Claim 33 , all the limitation is met by the combination of Szczutkowski et 
al and Stevens except for the limitation described below. 

The limitation of "wherein said processor drops said one or more data frames at a fixed 
rate" is met by Krishnamurthy et al on column 12, lines 3-11. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Krishnamurthy et al within the combination of 
Szczutkowski et al and Stevens because so as to decrease latency on the communication channel 
and hence free up bandwidth on the channel. 

Claims 5-13, 15-19, 22, 24-32, 34-38 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Szczutkowski et al in view of Stevens (TCP/IP Illustrated, Volume 1). 

With respect to Claim 5,15 and 34, all the limitation is met by Szczutkowski et al except 
the limitation disclosed below. 

The limitation of "determining a communication channel latency" is met by Stevens on 
page 285, section 20.6, second paragraph. 

Further limitation of "dropping said data frames at a variable rate in accordance with said 
communication channel latency" is met by Stevens on page 286, second paragraph. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
varying the rate of dropping of the data jrames leads to ajnore_steady_ availability of-bandwidth- — 
on the channel and consequently prevents bottlenecks. 
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With respect to Claim 6, 16 and 35 all the limitation is met by Szczutkowski et al except 
the limitation disclosed below. 

The limitation of "decreasing said rate if said communication channel latency falls below 
at least one predetermined threshold" by Stevens on page 310, section 21.6, third and eighth 
paragraph. 

Further limitation of "increasing said rate if said communication channel latency exceeds 
at least one other predetermined threshold" is met by Stevens on page 310, section 21.6, 
paragraphs 9-11. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
varying the rate of dropping of the data frames leads to a more steady availability of bandwidth 
on the channel and consequently prevents bottlenecks. 

With respect to Claim 7, 17 and 36 all the limitation is met by Szczutkowski et al except 
the limitation disclosed below. 

The limitation "determining a communication channel latency" is met by Stevens on page 
285, section 20.6, second paragraph. 

The limitation "dropping said data frames at a first predetermined fixed rate if said 
communication channel latency falls below a predetermined threshold" is met by Stevens on 
page 286, second paragraph, page 310, paragraphs 3 and 8. 

The limitation "dropping said data frames at a second predetermined fixed rate if said 
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communication channel latency exceeds said predetermined threshold" is met by Stevens on 
page 310, paragraph 8, last sentence. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
varying the rate of dropping of the data frames leads to a more steady availability of bandwidth 
on the channel and consequently prevents bottlenecks. 



With respect to Claim 8, 18 and 37 the limitation of an encoding rate is met by 
Szczutkowski et al on column 5, lines 35-40 and on column 2, lines 40-58. Szczutkowski et al 
does not disclose the limitation disclosed below. This is met by Stevens as shown below. 

The limitation "determining a communication channel latency" is met by Stevens on 
page 285, section 20.6, second paragraph. 

Further limitation of "dropping each of said data frames ... if said communication 
channel latency exceeds a predetermined threshold" is met by Stevens on page 310, paragraphs 3 
and 8. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
the dropping of packets leads to increased bandwidth on the channel and hence helps to prevent 
bottlenecks that prevents frames from being received in a timely manner, 
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With respect to Claim 9, 19 and 38, all the limitation is met by Szczutkowski et al and 
Stevens except the limitation disclosed below. 

The limitation "the step of dropping each of said data frames having an encoded rate 
equal to said first encoding rate and a second encoding rate if said communication channel 
latency exceeds a second predetermined threshold" is met by Szczutkowski et al on column 4, 
lines 42-61. 

With respect to Clam 10, Szczutkowski et al meets the limitations of "generating data 
frames at a receiver" on column 7, lines 14-24; and "storing said data frames in sequence in a 
queue" on column 7, lines 24-30; and "providing said stored data frames in sequence, to a 
decryption module" on column 7, lines 24-30; and " incrementing a state vector at a 
predetermined rate" on column 22, lines 21-23; and "providing said state vector to a decryption 
module" on column 22, lines 27-3 1; and "generating a codebook from said decryption module, 
using at least said state vector, said codebook for decrypting at least one of said data frames" on 
column 5, lines 35-40, column 24, lines 9-17; and "adjusting said state vector for each of said 
one or more data frames that are dropped" on column 24, lines 19-30. The codebook/unique 
code is represented by the secret key discussed on column 5, lines 35-40. This is because the 
secret key, (like the codebook) in conjunction with the state vector is used to encrypt the data 
frame. 

Szczutkowski et al does not expressly disclose dropping of data frames. This is disclosed 
by Steven as shown below. 
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The limitation "dropping one or more of said data frames in said queue" is met by 
Stevens on page 310, paragraph 1. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
the dropping of packets leads to increased bandwidth on the channel and hence helps to prevent 
bottlenecks that prevents frames from being received in a timely manner. 

With respect to Claim 1 1, all the limitation is met by Szczutkowski et al except the 
limitation disclosed below. 

The limitation "determining a number of dropped data frames" is met by Stevens on page 
310, paragraphs 8. 

Further limitation of "advancing said state vector in proportion to said number of 
dropped frames" is met by Stevens on page 3 1 0, paragraphs 9- 1 1 and on page 311, paragraph 1 , 
last sentence. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
the dropping of packets leads to increased bandwidth on the channel and hence helps to prevent 
bottlenecks that prevents frames from being received in a timely manner. 

With respect to Claim 12, all the limitation is met by Szczutkowski et al and Stevens 

except the limitation disclosed below. 
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The limitation of "wherein the step of advancing said state vector comprises the step of 
advancing said state vector by a value of one for each of said one or more dropped frames" is 
met by Szczutkowski et al on column 24, lines 19-26. 

With respect to Claim 13, all the limitation is met by Szczutkowski et al and Stevens 
except the limitation disclosed below. 

The limitation "applying said adjusted state vector to said decryption module" is met by 
Szczutkowski et al on column 24, lines 9-17. 

The limitation "generating a second codebook derived from said adjusted state vector" is 
met by Szczutkowski et al on column 5, lines 35-40. 

The limitation "providing a sequential non-dropped frame in said queue to said 
decryption module" is met by Szczutkowski et al on column 7, lines 24-30; and 

The limitation of "decrypting said sequential non-dropped frame using said second 
Codebook" is met by Szczutkowski et al on column 7, lines 24-30. 

With respect to Claim 22, Szczutkowski et al meets the limitation of "means for 
generating data frames at a predetermined rate" on column 5, lines 35-40; and "means for 
generating a state vector, said state vector incremented at said predetermined rate" on column 24, 
lines 19-22; and "an encryption module for generating a codebook from at Jeast said state vector, - 
said codebook for encrypting at least one of said data frames" on column 5, lines 35-40. 
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Szczutkowski et al does not meet the limitation disclosed below. This is met by Stevens as 
shown below. 

The limitation "a processor for dropping one or more of said data frames and for 
disabling said state vector for each of said data frames that are dropped" is met by Stevens on 
page 286, second paragraph. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
the dropping of packets leads to increased bandwidth on the channel and hence helps to prevent 
bottlenecks that prevents frames from being received in a timely manner. 

With respect to Claim 24, all the limitation is met by Szczutkowski et al except the 
limitation disclosed below. 

The limitation "wherein said data frames are dropped at a variable rate" is met by 
Stevens on page 286, second paragraph. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
varying the rate of dropping of the data frames leads to a more steady availability of bandwidth 
on the channel and consequently prevents bottlenecks. 

With respect to Claim 25, all the^limitatioi^i^met_by_ SzczutkowskLet al except the - 

limitation disclosed below. 
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The limitation "wherein said processor is further for determining a communication 
channel latency" is met by Stevens on page 285, section 20.6, second paragraph. 

The limitation "said data frames are dropped at a decreased rate if said communication 
channel latency exceeds at least one predetermined threshold" is met by Stevens on page 310, 
paragraph 8. 

The limitation "said data frames are dropped at an increased rate if said communication 
channel latency falls below at least one other predetermined threshold" is met by Stevens on 
page 3 1 0, paragraphs 9-11. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
varying the rate of dropping of the data frames leads to a more steady availability of bandwidth 
on the channel and consequently prevents bottlenecks. 

With respect to Claim 26, all the limitation is met by Szczutkowski et al except the limitation 
disclosed below. 

The limitation of "wherein said processor is further for determining a communication 
channel latency, for dropping said data frames at a first fixed rate if said communication channel 
latency falls below a predetermined threshold, and for dropping said data frames at a second 
fixed rate if said communication channel latency exceeds said predetermined threshold" is met 
by Stevens on page 286, second paragraph and on page 3 10, paragraphs 3_and_8. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
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varying the rate of dropping of the data frames leads to a more steady availability of bandwidth 
on the channel and consequently prevents bottlenecks. 



With respect to Claim 29, all the limitation is met by the combination of Szczutkowski et al and 
Steven except the limitation disclosed below. 

The limitation of "receiver for receiving a wireless communication signal" is met by 
Szczutkowski et al on column 7, lines 14-24. 

Further limitation of "demodulator for demodulating said wireless communication signal 
and for producing said data frames" is met by Szczutkowski et al inherently in the abstract and 
on column 2, lines 40-46. 



With respect to Claim 30, Szczutkowski et al meets the limitation of "means for generating data 
frames" on column 7, lines 14-24; and "a queue for storing said data frames" on column 7, lines 
24-30; and "means for generating a state vector, said state vector incremented at a predetermined 
rate" on column 22, lines 21-31; and "a decryption module for generating a codebook from at 
least said state vector, said codebook for decrypting at least one of said data frames" on column 
5, lines 35-40, column 22, lines 21-31 and on column 24, lines 9-17. The codebook/unique code 
is represented by the secret key in the referenced paragraph. This is because the secret key, (like 
the codebook) in conjunction with the state vector is used to dencrypt the data frame. 



Szczutkowski et al however does not meet the limitation disclosed below. This is met by 
Stevens as shown below. 
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The limitation of "a processor for dropping one or more of said data frames in said queue 
and for adjusting said state vector for each of said data frames that are dropped" is met by 
Stevens on page 310, paragraphs 3,8-11. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Stevens within the system of Szczutkowski et al because 
dropping of data frames helps to decrease latency on the communication channel and hence free 
up bandwidth on the channel. 

With respect to Claim 31, its limitation is similar to Claim 1 1 limitation and hence its 
rejection can be found therein. 

With respect to Claim 32, all the limitation is met by the combination of Szczutkowski et 
al and Stevens except the limitation disclosed below. 

The limitation of "wherein said state vector is advanced by a value of one for each of said 
^dropped data frames" is met by Szczutkowski et al inherently on column 24, lines 19-26. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tracey Akpati whose telephone number is 703-305-7820. The 
examiner can normally be reached on 8.30am-6.00pm. 

If attempts to reach the examine^byjejephone arejjnsuccessful, the_examiner!s 

supervisor, Kim Vu can be reached on 703-305-4393. The fax phone numbers for the 
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organization where this application or proceeding is assigned are 703-746-7240 for regular 
communications and 703-746-7238 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is 703-305-3900. 



OTA 

February 6, 2004 



